MMWHOBPHAYKN POCCUA
OEAOEPAJIbHOE NOCYAAPCTBEHHOE BIOXXETHOE
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YTBEPXOAIO

n.0. 3aBefytoLlero kadenpowu
ERP-cuctem n 6usHec-npoueccos
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PABOYASA NPOMPAMMA YYEEHOW OUCLIMNIIUHbBI
B1.0.56.02 MogenupoBaHue 1 npegoTBpalleHne
aTak B KOMNbIOTEPHbIX CUCTEMAX U CETAX

1. Koa u» HanmeHoBaHWe HanpaBneHUA NoAroToBKU/cneynanbLHOCTH:
10.05.01 KomnbtoTepHasa 6e3onacHOCTb

2. Mpodmnb nogroroBku/cneymnanmnsauua:

Be3onacHoCTb KOMMNBLIOTEPHBIX CUCTEM M ceTen (Mo oTpacnu unm B ccepe

nNpogeCccnoHanbLHOM AeATENBHOCTI)

3. KBanudwmkauusa (cteneHb) BbinyckHuKa: Crneunanuct no sawmrte nHpopmMaumm
4. ®dopma ob6y4eHus: oyHas

5. Kacheppa, oTBevyarowias 3a peanmsayuio AUCLUUNIUHDbI:

ERP-cuctem n 6usHec-npoueccos

6. CoctaBuTenn NporpamMmmbi:

CadpoHoB Butanuin BnagnmmpoBud, K.T.H., AOLEHT Kadeapsbl
ERP-cuctem n 6usHec-npoueccos

PekomeHgoBaHa:
HayuyHo-meToanyeckum cosetoMm chakynbteta MMM, npotokon Ne 7 ot 26.05.2023 r.

7. Y4yebHbIn rop: 2028/2029 CemecTp(bl): B



8. Llenu 1 3agayum yyebHOM AUCLUNIUHDI

B pamkax gucumnnuHbl n3y4aroTca npuHumunbl n mMetoabl obecneveHms 6e3onacHoCT u
aHanmsa CoOBPEMEHHbIX CETEBbLIX TEXHOSOMIN C NOCTPOEHNEM BUPTYarbHbIX KAHANOB U TYHHENewn
MX HayyHblX OCHOB. COBpEMEHHble TEexXHONorMM MnocTpoeHns Ge3onacHbIX ceTen C
MCNONb30BaHMEM MEXCETEBbIX 3KPaAHOB, Nepefada AaHHbIX Yepe3 UHTEPHET C MCMNOSb30BaHNEM
wncppoBaHnsa, obecneyeHme KOHMOMAEHUMANbHOCTU NepedaBaeMblX AaHHbIX Yepe3 OTKPbITbIN
KaHan.

9. Mecto yuyebHOM AaucumnnuHbl B cTpyktype OIlOI: aucumnnuHa OTHOCUTCA K
obsasaTtenbHom Yactm 6noka b1 gucumnnuH y4ebHoro nnaxa.

10. MnaHupyemble pe3ynbTaTbl 00y4YeHUss No gucuunnuHe/Mmoaynkto (3HaHUA, yMeHus,
HaBblKK), COOTHECEHHbIe C NflaHUMpyeMbIMU pe3yfbTaTaMu OCBOEHUS obpa3oBaTenbHOMU
nporpamMmmbl (KOMNEeTeHUUAMM) U UHAUKAaTOPaMU UX [OCTUXKEHUA

Kog HasBaHwne Koa(bl) NHoukaTopbl(bl) lMnaHnpyemble pedynbTaTbl 0O0y4eHus
KOMMETEHLMM
OrlK-4.1 | CnocobeH OllK-4.1.4 |cnocobeH BbINONHATL| 3HaeT

OopraHu3oBbIBaTb pa3paboTky n BHeApeHne| — TakTUKO-TEXHUYECKME  OCHOBbI
3awmry cucTembl  obecneyeHnsiMogenMpoBaHNUsA aTaK: TaKTUKW, TEXHUKA
WHdopmaL v B MHbOPMaLIMOHHOW " npoueaypsbl HapywmnTenen,
KOMMbIOTEPHbIX GesonacHoCcTH Knaccudukaumm m XKusHeHHble LUKb
cucTemMax u ceTsix KOMNbIOTEPHbLIX CUCTEM,(aTak; mMeToabl MOoAEenupoBaHus
(no obnactam aHanMsmposaTtb WHapywutens; NPUHUMMbI paboTbl

NPUMEHEHNS); oLeHuBaTb €€/(bpenMBOPKOB IMYNALUN Yrpo3.
OTKa30yCTOIZ‘-II/IBOCTb 7 — ApXMTeKTypy n mMeToabl
BblpabaTtbiBaTb Mepbl MOQKTUBHOMO npefoTBpalleHns  artak:
€€ yNny4LleHuto, MPUHUMUMbI  MHOTOYPOBHEBOW  3aLLUMUThI;
apXUTEKTYPY CcpencTs aKTMBHOMN
3alWuTbl;  MeTodbl  MPEBEHTUBHOIO

obOHapyXeHuss  aHomanuii;  nopsigok
pearMpoBaHusi Ha MHLUOEHTbI.

— MeTogonoruto OL/EHKM
3 HEKTUBHOCTU n
COBEpPLUEHCTBOBAHMSA 3alUWTbI: METOAbI
OLlEHKM appeKTnBHOCTU C3u;

nokasatenu kadectsa OGHapyxeHus;
npuHUMnel bug bounty v neHTecToB;
noaxoAbl K aBTomMaTusaLmm ynpasneHus
YS13BUMOCTAMM.

YmeeT:

— PagpabaTbiBatb Mogenu yrpos u
dopmanusoBaTb cueHapuu artak:
YacTHble Mopgenu yrpos; rpadbl U
nepeBbs aTak; MeToAbl CouMarnbHOW
nHxeHepun; MITRE ATT&CK ans

KapTUpoBaHUs.

- Hactpaueatb cpeacTea
aKTVBHOW 3alLnTbl ANt OGHapYXeHus u
GnokMpoBaHus aTak: MONUTUKU

MEeXCeTeBOoro 3KpaHMpoBaHMs n
IPS/IDS; npaBuna koppensumm SIEM;
MUKpocermMeHTaumwo un  Zero  Trust;
deception-texHonorun.

— AHanusupoBaTb pe3ynbTaThbl
MOOENMPOBaHMSA U COBEPLUEHCTBOBATb
CMUCTEMY 3alUUThbl: aHanu3 MHUUOEHTOB,

BbISIBNEHNE «cnenbix 30HY»;
dopmupoBaHume pekoMeHaauuni;
oueHka MTTD u MTTR; pa3spaboTtka
MEepOonpUATUN no MOBbILLEHWIO

YCTONYMBOCTMW.




Bnapgeet

— HaBblkamu MOZEenMpoBaHus
Yrpo3 1 3MynsuuM atak: NocTpoeHue
mogeneu yrpos; PEKOHCTPYKLMS
cueHapues APT; paboTa c

WHCTPYMEHTaMM 3MYNALunN aTtak.
— HaBblkamu aKTUBHOWM 3aWUTbl W
aBTOMAaTU3MPOBAHHOIO pearMpoBaHus:
HacTpoWnka u akcnnyatauusa EDR, threat
hunting; GnokvpoBka ceTeBbIX aTak;
pa3paboTka nnenbykos ans SOAR.

— HaBblkamu aHanusa
adphekTnBHOCTHM " KOMaHAHOro
B3aMMOENCTBUS: nocT-aHanm3

CMOAEnNMpOBaHHbIX aTak; uTepaTtmBHoe
ynyyLieHue mMogenu yrpos "
KoHdpurypauun C3U; B3ammogencTsue
Red Team / Blue Team.

OliK-4.1.5

Bnageet HaBblKaMu
npUMeHeHus
AHaNUTU4EeCKNX "
KOMNbIOTEPHBLIX MoAenew
06bekToB
nHdopmaTmsaumm  npwu
CO3daHnm cucTem

3aLunThl MHOPpMaLMW;

3HaeT: MeToaonorMm NMoCTpoeHus
Moaenen yrpos, TpeboBaHus
perynsatopos K 3awwute MC, ACY Tl un
KWW, apxnuTekTypy ceTen n cuctem.

YmeeT: paspabatbiBath aHanutuyeckue
MOAenu MNOTOKOB [aHHbIX, MPUMEHSTH
NporpaMMHble cpeacTtsea ans
MMUTALMOHHOIO MogenupoBaHus
TOMOMOMNN CETU U PacCCTaHOBKM CPEACTB
3awwmTbl uHdopmaumm (C3U), npoBoanTb
aHanu3 puckoB Ha OCHOBE Mofenen.

BnapeeT: HaBblkamn paboTbl B cpedax
KOMMbIOTEPHOrO MOAENMPOBaHNS ceTen,
mMeTogamu  cpopmanusaumm  06bLEKTOB
MHpopmaTmMsaumMm Ana  nocnenyroLlero
NPOEKTUPOBaHUSA C3Mu, a  Takke
HaBblKaMW  COCTaBIIEHUS  MPOEKTHOW
MOKYMEeHTauunm Ha OCHOBe pes3yrbTaToB
MoAENNPOBaHUSA.

Orl1K-4.2 |CnocobeH
aHanm3npoBaTb
3aLUULLEHHOCTb,
npoBoANTb
MOHUTOPUHI, ayauT W
KOHTPOIbHbLIE MPOBEPKU
paboTtocnocobHoCcTn U
3aLLULLEHHOCTM
KOMMbIOTEPHBLIX CUCTEM
n ceten (Nno obractam
NPUMEHEHS);

OlK-4.2.3

3aLlMLLEHHOCTH,
obecnevyeHus

OYHKLMOHUPOBaHUS
Ge3onacHoCTu

1 ceTen;

BriageeTt HaBblkaMu
npoBeaeHnA aHanmsa

MOHUTOPWHIA, ayaouta u

KOHTPOJIbHbIX MNMPOBEPOK]

7

KOMMbIOTEPHbIX CUCTEM,

3HaeT: MeTog0MN0rMI0 aHanmaa
3aLUMLLEHHOCTH, HOPMaTMBHO-
npaeoBble TpeboBaHus B obnactu UB,
CTaHgapTbl ayguTa W apxXuUTekTypy
3aLUNLLEHHbIX CETEN.

YMeeT: NpoBOANTL MOHUTOPWHT, ayauT

7] KOHTPOJIbHbIE nNpoBepKMn
3alLULLEHHOCTH KOMMbIOTEPHbIX
cucTem 7] ceten; BbISIBNATb
YS13BUMOCTM n HEKOPPEKTHbIE
HaCTPOMKM cpencts 3allnThI;
oLEeHuBaTb paboToCcnocoBGHOCTL

cuctem obecrnevyeHnsa 6e3onacHoOCTH.

Bnapgeet: HaBblkamu paboThl c
WHCTPYMEHTapuem aHanusa
3almLLEeHHOCTK, HacTpownikon SIEM-
cUCTeEM, NPOBEAEHNEM TEXHUYECKOro

ayaouta n dopmupoBaHnem
odomumanbHbIX 3aKnYeHnn no
pesynbTatam KOHTPOMbHbIX
MEepPOonpUSATUN.

11. O6bem AcuMNUHbI B 3a4eTHbIX eanHulax/yac — 5/180.
dopma NPpOMEXYyTOHYHOWN aTTecTaLlmm - 3K3aMeH.



12. TpynoeMKoCcTb N0 BuAam y4yebHomn paboTbl

TpyooémkocTb (Yachl)
Bug yyebHom paboTbl B Tom uncne 8 Mo cemecTpan
Bcero WUHTEePaKTUBHON B
dopme
AyOuTOpHbIE 3aHATUS 60 60
B TOM Yucne: 30 30
neKkumm
MpakTnyeckme 0 0
JlabopaTopHble 30 30
CamocTtodatenbHasa paboTa 84 84
KoHTponb 36 36
Wroro: 180 180
dopma nNpoMexyTOYHON SK3AMEH SK3AMEH
aTTecTauum
12.1. CopepxaHme QUCLUNNUHbI
Ne Peanuzauus
n/n pasgena
HaumeHoBaHune pasgena CopepxaHue pasgena gucUmninHb OUCLMNITUHBI C
AVCLUMNITNHBI NMOMOLLbIO
OHNavH-Kypca,
OYMK
1. Nekuun
1.1 CospemeHHasi naHOwagm y2po3 u Krnaccugpukayus
Hapywumeneu
TeopeTnyeckme OCHOBbI| TaKCOHOMWSI KOMMbBIOTEPHBIX aTak. MoTMBaums, Lenu un
MOZEenupoBaHua aTtak M Npodunu HapywmTenen (MHcaaep, xaktmsuct, APT-
HapyLmTenen rpynnNUPOBKK, KNOEpNpPecTYNHUKKM). XKNU3HEHHBIN LMK
aTaku: knaccudeckas mogens Cyber Kill Chain
(Lockheed Martin). PacwwupeHHble mogenu: MITRE
ATT&CK Enterprise Framework (TakTuku, TeXHUKWM,
npoueaypbl), MaTpuua NnoKpbITUsS aTak.
Memodonoeuu modenuposaHusi yepo3
dopmanbHble Mogenu: rpadbl  aTak, [gepeBbs
peweHun (Attack Trees), MmogenupoBaHue Ha OCHOBE
akTneoB. MeTogonornm aHannsa puckoB 1 NOCTPOEHMS
mogenun yrpo3 (STRIDE, DREAD, OWASP).
MpuHUMNBLI NOCTPOEHUS MOZENU HapywuTens Ans
KOHKPETHOM MHAOPMALMOHHOW CUCTEMbI (BHELLUHUN,
BHYTPEHHUN, YPOBEHb NPUBUIETUN).
1.2 | AHanu3 3awmweHHocTn | Memodsi u cpedcmea aHanusa 3awjuueHHoOCmu

¥ ayouT ysi3BUMOCTEN

Kateropuun ysI3BUMOCTEN: apXMTEKTYpPHbIE,
KOHUrypaumnoHHble, annapaTtHble, 4YernoBeyecKui
dakTop. CkaHmpoBaHue yassumocTten (VA): akTuBHoe
M MaccuBHOE, NMpevMMyLLecTBa MU orpaHuydeHunsi. basbl
yassumocTten (CVE, CVSS, CWE). TectupoBaHue Ha
npoHukHoBeHne  (Penetration  Testing):  atanbl
(Reconnaissance, Scanning, Exploitation, Post-
exploitation), suabl (Black-box, White-box, Grey-box).
Aydum u KOHMPOIIbHbIE rposepku
pabomocrniocobHocmu cucmem 3awumal

MeToankm ayauTa 3aLUMLLEHHOCTH ceTeBon
UH(ppacTpykTypbl 1 cepepHoro [10. KoHTponbHble
NPOBEPKWN:  HAarpy3oyHoe TecTUpoBaHWe CpeacTs
3awuTbl, npoBepka cpabartbiBaHus IDS/IPS Ha
3TanoHHbIX curHatypax. PopmMumpoBaHWe OTYETHOMN
OOKYMeHTaumm no pesynbTataMm aHanmsa: CTPyKTypa
akta ayauTta, peKkoMeHZauum Mo YCTPaHeHuto
YA3BUMOCTEN.




1.3

OpraHnsauus
MOHWTOPWHra "
obHapyxeHus aTak

MoHumopuHe cobbimuti
6e3onacHocmu

MICTOYHUKM cOBbITUI: ceTeBblE YCTPONCTBA, CEpBepHI,
APM, cpepnctea 3awmtel (AV, EDR, NGFW). C6op u
Hopmanuaauma noroB. [lpotokonbl (Syslog, CEF,
LEEF). LleHTpanu3oBaHHble CUCTEMbI YMNpaBeHUs
cobbITUAMM (SIEM): apxuTekTypa, dYyHKUUK
(koppensuns, onoeelleHne, pawbopabl). lNMpusHaku
komnpomeTtaumm (loC) n aHomanuii nosegerus (loB):
DNS-TyHHenu, aHomarbHble ceTeBble COeAWHEHUS,
HEeCaHKLUMOHMPOBaHHOE U3MEHEHNE KOHUrypaLmii.
AHanusz cemegoeo mpaguka U nogedeHYecKUl
aHanus

MeToabl aHanunsa Tpaduka (NetFlow, IPFIX, rny6okun
aHanu3 naketoB — DPI). Cuctembl Network Traffic
Analysis (NTA) / Network Detection and Response
(NDRY): obHapyxeHune rOpM30oHTarbHOro
nepemelleHuns, C2-koMMyHukauui. [loBeaeH4YecKkui
aHanu3 nonb3oBatenen wu cywHocten (UEBA):
BbISIBIIEHNE aHOManui B [OENCTBUAX NErMTUMHbIX
nonb3oBaTtenen (kKoMmnpomMeTaums y4eTHbIX 3anvcen).

UHgopMayUOHHOU

1.4

MpenoTBpalleHne aTak 1
pearmpoBaHue Ha
WMHUMAEHTHI

AkmueHbie Memo0dbl npedomepawjeHuss amak
ApxuTtektypa mHoroypoBHeBon 3awuTtbl (Defense in
Depth). CermeHTauus cetu n MukpocemeHTaums (Zero
Trust). Cpegctea npegoTtepatleHms sTopxernun (IPS):
CUrHaTYPHbIA, MNOBEAEHYECKMA U  3BPUCTUHECKUN
mMeToabl aHanusa. HacTtpowka nonutuk 6noKMpoBKM.
CneuvanusumpoBaHHble cpegcTtea: Web Application
Firewall (WAF), Endpoint Detection and Response
(EDR), Sandboxing anga aHanusa spegoHocHoro [10.
Ynpasnerue uHyudeHmamu u KOHmpmepsbl

Mpouecc ynpasnenusa nHumaeHtamn (NIST SP 800-
61): obHapyxeHue, aHanus, caepxnBaHue,
NCKOpEeHeHne, BOCCTaHOBMIEHNE, MNOCT-UHUWAEHTHbIN
aHanu3. CaepxmBaHme aTaku: N30nAUns 3apaxeHHbIX
y3noB, OnOKMpOBKa BpPELOHOCHbIX [OMeHoB/IP Ha
CEeTEBOM obopynoBaHuu. KubeprurnexHa "
NMPeBEHTUBHbIE Mepbl: YMNpaBneHue YA3BUMOCTSAMU
(VM), ynpaBneHue npuBUAErMPOBaHHBLIMWA Y4ETHBIMU
3anucsamu (PAM), npyHLUMN HaMMEHbLUMX NPUBUIETNIA.
fOpuduueckue u HOpMamueHble acriekmsl
ModenuposaHus amak

lMpaBoBble  OCHOBbI  MPOBeAeHWs  TeCToB  Ha
NPOHMKHOBEHMWE " MOZenMpoBaHus aTak.
PasrpaHunyeHue NernTMMHOro neHTecTa oT
HeCaHKLMOHUPOBAHHOTO BMeLlaTenbLCcTBa.
TpeboBaHusa perynsatopos (PCTIK, baHk Poccun u
Ap.) K oOpraHv3auMmM MOHWUTOpWHra, ayguta Wu
3alUMLEHHOCTU. OTUYECKMe acnekTbl: MPUHLUMMbI
OTBETCTBEHHOIO pacKpbITUs ysi3BUMocTen, paboTta ¢
H6aramu 1 6ar-6ayHTV nporpaMmmMamu.

2. NNabopaTopHbie paboTbl

21

JlaGopaTopHasi paboTta
Ne1: NocmpoeHue modernu
Hapywumenss U epaga
amak 0ns ceameHma J1BC
npednpusimusi.

B xone paboTbl cnywaTteny ocBanBaloT METOL0SOTUIO
mMogenupoBaHus yrpo3. Heobxoaumo onpenenvTb
NOTEeHUWanbHOro HapywuTens, COCTaBuUTb CMUCOK
aktmeoB cermeHta JIBC u noctpouTtb rpady arak.
PesynbTatom aBnsetca Busyanusaumst BO3MOXHbLIX
nyTen KoMrnpomMeTaLlumm ceTu, NO3BONSLWasa BbIABUTb
KpUTMYECKME  YA3BUMOCTM U TOYKM  nepexsaTta
yrpasneHus.

2.2

JTabopaTopHas
Ne2: AHanus
3auuweHHocmu 8eb-
MPUITIOXEHUST c
cocmasrnieHUeM omyema
06 ysizeumMocmsix

paboTa

B xope paboTbl MpoBOAUTCS aBTOMAaTM3NPOBaHHbIA U
pydHo aHanu3 6GesonacHoCcTn BeB-NPUNOXEHUS.
Cnywartenn WCNonb3ylT CKaHepbl YSI3BUMOCTEN WU
WHCTPYMEHTbLI PYYHOTO TECTUPOBAHNS AN BbISBIEHNS
HeJoCTaTKOB KOHurypauum n koga. 3aBepluaeTtcd
paboTa cocTaBreHnemM CTPYKTYpUpOBaHHOIO OT4eTa C
Knaccudmkaumen pUCKOB W pekoMeHZauusMm o




yCTpaHEHWIO.

2.3 ([labopatopHas pabota | B pamMkax paboThl n3y4varoTcs NPUHLMMbI
Ne3: Hacmpolika SIEM: | ueHTpanu3oBaHHOro cbopa M Koppensuum cobbiTui
Koppensayus cobbimul dns | 6esonacHocTn. Cnywartenu HacTpamBatT SIEM-
ObHapyxeHuss bpymapopca | CUCTEMY: MOAKIOYAOT UCTOYHMKU XKYpHANOB, CO34atoT
u 20pU30HMasibHO20 | MpaBuna Koppensuun AOns BbISABMEHUS aTak Tuna
rnepemeuwjeHusl. «bpyTdopc» M MHOMKATOPOB  FOPU3OHTANbHOroO

nepemeLLeHusl.

2.4 |NNabopaTtopHas pabota | Lenb paboTtel — npoBepka 3dEKTUBHOCTN CPeaCcTB
Ne4: KoHmpornbHas 3aliMTbl  KOHEYHbIX To4ek. Cnywatenu npoBOaAT
rposepka amMynaumMilo  kubepatak Ha TeCcTOBOM CTeHae C
pabomocriocobHocmu YCTaHOBIEHHbIM EDR-areHTOM. Heobxoanumo
EDR: smynsayus amaku u | npoaHanusnpoBaTb, Kakue TaKTUKK Obinn
aHanu3 peakyuu azeHma | 3adUKCUPOBaHbI, kak cpaboTanu NOnUTUKMA U30NsLMK
3awumel. XocTa M Oblna M BO3MOXHOCTb paccriefoBaHus

WHUMOEHTa Yepes KOHCOIb YNpaBeHusl.

2.5 |llabopaTtopHas pabota | Ha ocHoBe nereHgbl 0 KOMMpomeTauuu cnywaTtenu
Ne5: Paspabomka nnaHa | oTpabaTbiBaloT MPOLECC pearnpoBaHUs Ha UHLUMOEHT.
peacuposaHusi Ha | 3agaun: aHanM3 LenodkM aTakum Mo  >KypHanam,
UHYuUGeHmM Ha OCHO8e | CermMeHTauus ceTu [AOns  CAEPXUBAHUS  yrpo3bl,

cmodenuposaHHol amaku
muna «ebiMocamerib» 8
KopropamueHoU cemu.

N30MAUNS 3apaXeHHbIX y3roB, cbop apTedakTtoB u
paspaboTka uHaNeHOro nnaHa BOCCTAHOBIEHUSA
WH(pacTpykTypel € ydeToMm  TpeboBaHuMh K
UMMOPTOHE3aBMCMMOCTU W 3alunUTe  KPUTUYECKOW
MHGOPMALIMOHHOW MHPPACTPYKTYPbI.

12.2. Tembl (pa3aenbl) AUCLUNIIUHBLI U BUAbI 3aHATUN

Ne HanmeHoBaHue Buabl 3aHaTUI (YacoB)
n/n | pasgena AucCunnuHbI
Jlekumm | MpakT. | J1ab. pab. CamoctosTenshas | KoHTpons Bcero
paboTta
1.1 [TeopeTuyeckne OCHOBBI
MOAEnupoBaHnsA artak u 6 0 6 20 32
Hapywutenem
1.2 |AHanus 3aLLMLLEHHOCTH 8 0 8 20 36
W aygouT ysa3BUMOCTEN
1.3 OpraHuzauus
MOHWUTOPWHra 7] 8 0 8 29 38
obHapyXeHus aTak
1.4 [NpepoTBpalieHne artak
n pearmpoBaHne Ha 8 0 8 22 38
MHUNOEHTHI
Wtoro: 30 30 84 180




13. MeToguyeckue ykasaHus ans ooyvarowmxcs no 0CBOEHUI0 ANCLUNIIUHDbI

OcBoeHVe ancunnnunHbl BKNOYaeT B cebsi NEKUNOHHbIE 3aHATUSA, nabopaTopHble3aHATUS
M camocTodATenbHylo paboty obyyawowmxcsa. Ha nepBom 3aHATUM CTYAEHT nonydvaet
NHOPMaLUIO AN AOCTyNa K KOMMMeKcy y4ebHO-MeToan4eckmx MaTepmnarnos.

JTeKLMOHHbIE 3aHATUA NOCBSALLEHBI PACCMOTPEHMIO TEOPETUYECKMX OCHOB ANCLUMNITNHDI.
JlabopaTtopHble 3aHATMS npefHas3HaveHbl Ana  (QOPMUPOBaAHMS YMEHWA W HaBbIKOB,
3akpenneHHbix komneteHumamm no OMNOIN. CamocTtoaTtensHasa paboTa CTyAeHTOB BKMHOYaeT B
cebs npopaboTky y4ebHOro martepmana nekunn, pasdop nabopaTtopHbIX 3agaHui, NOArOTOBKY K
9K3aMeHy.

[ns ycnewHoro OCBOEHWUS AUCUMMAMHBI pEKOMeHAYyeTcsa noapobHO KOHCMEeKTUpoBaTb
NEKUMOHHbIN MaTepuan, npocMatpuBaTb npe3eHTaumMm (Npu Hanmyum) No COOTBETCTBYHOLLEN
Teme, u3y4yaTb OCHOBHYIO 1 JONONHUTENBHYIO NUTepaTypy pekomeHayemown 6ubnuorpacuum,

Mpn ncnonb3oBaHMM AUCTAHUMOHHBIX 0OpasoBaTeflbHbIX TEXHOMOMMA U 3NEKTPOHHOMO
oby4yeHnsa BbLINOMHATbL BCE YyKasaHus npenogasatene no pabote Ha LMS-nnatdopme,
CBOEBPEMEHHO MOAKMYaTbCA K online-3aHATnAM, cobnogaTte pekoMeHgauumn no opraHn3auum
CaMOCTOATENbHOWN paboThl.

14. TMepe4yeHb OCHOBHOW W [OONONMHUTENbLHOW nUTepaTypbl, PECYpPCOB WHTEPHET,
HeobXoAUMbIX ANsi OCBOEHUSI AUCLUNIINHDI

a) OCHOBHas nutepartypa:
Ne
n/n

MNcToYHMK

Hectepog, C. A. OcHoBbl MH(popMaumoHHol 6e3onacHocTn / C. A. HectepoB. — 3-e 13a., ctep. — CaHkT-
MeTepbypr: NaHb, 2024. — 324 c. — ISBN 978-5-507-49077-6. — TeKCT: 3NeKTPOHHbIN // JlaHb:

1 |anekTpoHHo-6ubnunoTeuHas cuctema. — URL: https://e.lanbook.com/book/370967 — Pexum goctyna: ans
aBToOpU3. Nonb3oBaTesnemn.

BanaHog, A. H. 3awmTta nHdopmaymnoHHbix cuctem. KnbepbesonacHocTs: yuebHoe nocobue ans By3oB
/ A. H. banaHoB. — 3-e u3g., ctep. — CaHkT-leTepbypr: JlaHb, 2026. — 280 c¢. — ISBN 978-5-507-

2 |56255-8. — TekKcT: aneKTpoHHbIV // JlaHb: aneKkTpoHHO-6nbnmoTeyHas cuctema. — URL:
https://e.lanbook.com/book/514704 — Pexum gocTyna: Ans asTopus. nonb3oBaTenen.

6) gononHUTENbHAA nNUTeparypa:
Ne
n/n

McToYHMK

BanaHos, A. H. KomnnekcHas nHgopmaumoHHas 6e3onacHocTb: yuebHoe nocobue ans sysos / A. H.

3 |BbanaHoB. — 2-e n3g., ctep. — CaHkT-leTepbypr: JlaHb, 2025. — 400 c. — ISBN 978-5-507-52839-4. —
TeKCT: aneKkTPOHHbIN // JlaHb: 3aNekTpoHHO-6MBnNMoTeuHas cuctema. — URL:
https://e.lanbook.com/book/460715 — Pexum goctyna: Ang aBTopms. Nonb3oBaTenen.

ApoyknH, B. U. NHdopmauuoHHas GesonacHocTb: y4ebuuk / B. W. ApodkuH. — 5-e usg. — Mocksa:
4 | Akagemundeckun lNpoekt, 2020. — 544 c. — ISBN 978-5-8291-3031-2. — TeKCT: aneKTPOHHbIN // JlaHb:
3NEeKTPOHHO-6MbNnoTedHas cuctema. — URL: https://e.lanbook.com/book/132242. — Pexum goctyna: ons
aBTOPM3. NONb30BaTENEN.

5 Moconos, A. C. KoMnbloTepHbIE TEXHOMOMMK 1 METOAbI NPOEKTMPOBaHNS B cdepe Be3onacHoCTU: YUYebHUK
ans BysoB / A. C. Moconos, H. . AkunnH. — CankT-lNeTtepbypr: Jlanb, 2021. — 444 ¢c. — ISBN 978-5-8114-
8034-0. — TekcT: 9neKTpOHHbIM /[  JlaHb:  3NEKTPOHHO-bmbnmoTeyHas  cuctema. —  URL:
https://e.lanbook.com/book/183115. — Pexwum goctyna: ons aBTopua. NoNib30BaTenen.

B) MHPOPMALMOHHbIE 3NEKTPOHHO-06pa3oBaTesibHbIE PECYPChI:
Ne
n/n
6 | AnekTpoHHO-6MbnMoTeyHasi cuctema «JlaHb» - Pexxum goctyna: https://e.lanbook.com

7 | OnekTpoHHbIV kaTanor HayuyHon 6ubnuoTtekm BopoHexckoro rocyaapCTBeHHOro yHuBepcureTa. — Pexum
poctyna: http//:www.lib.vsu.ru.

8 | Kpuntorpaduueckne npotokonbl (10.05.01)/CtenaHeu KO.A. - ObpasoBaTenbHbIN nopTan « QNeKTPOHHbIN
yHuBepcuteT BI'Y». — Pexwnm goctyna: https://edu.vsu.ru

MNCcTOYHUK

15. NMepeyeHb y4eOHO-MeTOANYECKOrO ob6ecneyeHus AnA CaMOCTOATEeNIbHOWN paboTbl

B kayectBe oOpmbl OpraHuM3auuMm CaMOCTOATENbHOM  paboTbl  MPUMEHSIOTCSA
MEeToAMYECKNE yKa3aHUsa AN CaMOCTOATENbHOIO OCBOEHNSA U NPUoBpeTEHNa HaBbIKOB paboThbl
CO crneumanuanpoBaHHbIM NporpaMmMHbiM obecnedeHnem. CamocTosTenbHas paboTa


http://www.lib.vsu.ru/

CTYAEHTOB: U3y4yeHMe TeOpeTMYECcKoro Matepuana; NoAroToBka K nekuuam, pabota ¢ yvyebHo-
MEeTOANYECKON NUTepaTypon, NOAroToBka OTYETOB NO nabopaTtopHbiM paboTtam, NOAroToBKa K
3K3aMeHy.

Ana obecnevyeHns camocToATENbHOM paboTbl CTYAEHTOB B 3fIEKTPOHHOM  Kypce
ANCUMNNNHBI Ha obBpa3oBaTenbHOM nopTane « ANeKTPOHHbIN yHuBepcuteT BIY» copmmpoBaH
y4ebHO-MeTOONYECKNA KOMMIIEKC, KOTOPbIAN BKMoYaeT B cebs: nporpammy Kypca, yvebHbie
nocobus 1 cnpaBoOYHble MaTepuarnbl, MeToOUYeCcKMe YKasaHWA MO BbIMOMHEHUIO 3aJaHui
nabopaTtopHbix paboT. CTyaeHTbl Nony4vatoT 4OCTYN K AaHHBbIM MaTepuanam Ha NepBOM 3aHATUU
no AuCuMnmnHe.

16. O6pa3oBaTesfnibHble TEXHONOrMu, UCNosib3yeMble Npu peanusauum y4ebHom
OUCLUUNIUNHBI, BKNOYasa AUCTaHUMOHHbIe obpa3oBaTenbHble TexHonoruu (AOT),
3neKTpoHHoe oby4yeHue (30), cMewaHHOe O0by4YeHue)

OucunnnuHa peanuayetca C MPUMEHEHMEM SNEKTPOHHOro O00y4yeHns W OUCTaHUMOHHbIX
obpasoBaTenbHbIX TexHonormn. [ns opraHu3aumMm 3aHATUW PEKOMEHLOBaH OHJSlanH-Kypce
«b1.0.56.02 MogenupoBaHue n npegoTBpaLleHME aTak B KOMMbIOTEPHbBIX CUCTEMAxX U CETSAX
(10.05.01)», paameLLeHHbIM Ha nnaTopme InNeKTpoHHoro yHneepcuteta BI'Y (LMS moodle), a
Takke NHTepHeT-pecypchl, NpuBeaeHHble B N.15B.5.

17. MaTepmanbHO-TeXHU4YECKOe obecneyeHme AUCLUUNIIUHbBI

YyebHas ayauTtopus Anga nekuun: cneuunanvsampoBaHHas mebernb, KOMMNbTEp npenogasaTtens,
MYJTbTUMEANNHBIA NPOEKTOP, SKPaH.

YyebHas aygutopma Ons nabopaTtopHbIX  3aHATUW:  cheumnanu3vpoBaHHas  Mmebenb,
nepcoHanbHble  KOMMbHTEPbLI,  MYNbTUMEAUNHBLIA  MPOEKTOpP,  3KpaH, NlabopaTtopHoe
obopyooBaHMe  nporpamMMHo-annapaTtHbiXx — cpeactB  obecneyeHuss  MHGOPMALVOHHOM
©e3onacHocTu.

Ayoutopusa ana camocTosTenbHOM paboThbl: ydebHas mebenb, KOMMbTEP C BO3MOXHOCTLIO
NOOKITOYEHUST K ceTU «MHTepHEeT» U 3MeKTPOHHOW nratdopme ONEKTPOHHOrO yHUBepcuteTa
BIry.

MporpammHoe obecnedenne (cm.gparmn MTO): OC Windows v.7, 8, 10, Linux Habop yTunut
(apxuBaTopsbl, ann-meHexepsl), LibreOffice v.5-7, Foxit PDF Reader.

18. OueHo4Hble cpeacTtBa Ansa npoeeaneHus TeKyu.|e|7| n npomemyTquoﬁ aTTecTtauvmn

Mopsaok oLeHKNn 0CBOEeHUs1 06y4aloLWMMNcA yuebHoro matepuana onpegensieTc cogepXxaHmem
cneayloLwWwmx pasgenos AUCLUNIIUHDI:

Ne HaunmeHoBaHns pasgena KomneTteHuwns(n) NHamnkaTop(bl) OueHouHble cpeacTBa
n/n ONCLUMNIUHBI OOCTMXKEHNSA
KOMMeTeHL MK
1 TeopeTnyeckmne OCHOBbI OMK-4.1.4 YCTHbIN ONpoc, TECT,
MOAENMPOBaHNA aTak n ONK-4.1 T nabopartopHas pabota
HapyLnTenen ' OMNK-4.1.5 YCTHbI Onpoc, TecCT,
T nabopartopHas paboTa
2 AHanu3 3aLnLEeHHOCTN U OnK-4.1.4 YCTHbIN Onpoc, TECT,
ayanT ysa3BUMOCTEN OnK-4.1 T nabopartopHas pabota
' OMK-4.1.5 YCTHbIN ONpoc, TECT,
- nabopatopHas pabora
3 : YCTHbIV Onpoc, TecT,
OfK-4.2 OfK-4.2.3 nabopatopHas paborta
3 OpraHu3auns MOHUTOPUHIa YCTHbIN Onpoc, TECT,
1 obHapyxeHunst atak OrK-4.2 Ork-4.2.3 nabopartopHas pabota
4 lMNpepoTBpaLleHne atak u YCTHbIN ONpoc, TECT,
pearMpoBaHue Ha Ofk-4.1 OfK-4.1.4 nabopaTopHas pabota
WHLUMOEHTDI ] ] YCTHbIN Onpoc, TECT,
OfK-4.2 OfK-4.2.3 nabopatopHas pabora




MpomexyToyHast aTTecTaums, opma KOHTpons — [MepeyeHb BONpOCOB
3K3aMeH (KMMNe1)

20 TunoBble OLEHOYHbIe CpeAcTBa M MeToAuYecKue Mmatepuanbl, onpegensiowme
npouenypbl oLleHUBaHUA

20.1 TeKyLWMN KOHTPOJSIb YCNeBaeMoCTU
KoHTponb ycneBaemMocTM MO AUCUUNIIMHE OCYLLECTBAAETCA C MOMOLbIO  crnegyroLmnx
OLIEHOYHbIX CPeCTB:
— nabopaTopHble paboThl.

Mepe4vyeHb NabopaTopHbIX paboT

1 ITabopaTtopHas pabota Ne1:lLesb: hopMmpoBaHMEe HaBbIKOB NPOAKTMBHOIO MOAENUPOBaHUSA Yrpo3 Ha
MocTtpoeHune MoOenu OCHOBE aHamnu3a apxXMTEKTypbl CEerMeHTa foKasnbHO-BblYUCIIUTENBLHON
Hapywutena un rpada atak| cetu (JIBC) n noctpoeHns popMann3oBaHHbIX CLEHapueB aTak.

ans cermeHTa JIBC|Codep>xaHue: PaboTa HauyMHaeTcsi C MHBEHTapM3auun akTMBOB CErMeHTa

npeanpusaTus JIBC (cepBepbl npunoxenun, APM nonb3oBatenen, ceteBoe
obopynosaHue, CYB[]). CnywaTtenu onpeaensoT rpaHuubl 4OBEPUS U
KnaccmuumpyoT NoTeHUMarnbHbIX HapyLUMTENen No ypoBHAM JOCTyna
(BHELWHWIA 3MTOYMbILLNIEHHNK, HeaBTOPM30BaHHbIN COTPYOHUK,
NerMTUMHBIN  Nofnb3oBaTefb C MOBbIWEHHbIMKW NpuBuniernamu). Ha
OCHOBE MOJflyYeHHbIX [aHHbIX CTpouTcs rpad aTak— dopmanbHas
MoZenb, BU3yanuanpyloLlasi Bce BO3MOXHbIE NMYTU peanv3aumm yrpos c
MCMNOMb30BaHNEM YSI3BUMOCTEMN, HEKOPPEKTHLIX HACTPOEK W Leno4vek
nepemMeLLeHnin.

Pe3ynbmam:  Crnywartenu  nonyvarT  KapTy  KPUTUYECKMX  MyTen
KOMMpoMeTaumn, MO3BOMSIOWYI0O  KONMYECTBEHHO  OLEHUTb  PUCK
(«MeTpuKn OOCTWKMMOCTU Uenen artaku»). PaspabortaHHas mogenb
HapywnTensi UCNONb3yeTCA B KayYeCTBE BXOAHbIX [AaHHbIX Anis
nocnegywowero Bblbopa CpeacTB 3aWmTbl M HACTPOWKU  MONUTUK
6e3onacHocTw.

DopmupyemMbie U 3aKpernisiemMble KOMIemeHuuuU:

e AHanmM3 apxuTekTypbl CeTeli U BbIIBIEHWE «CMenblX  30H»
MOHUTOPWHra.

e [lpymeHeHVe MeTOAMK MOAENNPOBAHNSA Yrpo3.

e Bwusyanmsauma uenovek aTtak C MCMOMb30BaHMEM WHCTPYMEHTOB
Bpoae Maltego nnu cneumanusmpoBaHHbiX Mogynen Threat Intelligence.

2 NabopaTtopHas pabota Ne2:llesib: MNonyvyeHne NpPakTUYECKUX HAaBLIKOB MPOBEAEHUS] KOMMIIEKCHOMO

AHanu3 3awmiieHHocT Beb-|  ayaguTa 6esonacHocTu BEG-NpUNoXeHusi, BKIOYas aBTOMaTU3MPOBaHHOE

NPUNOXeHns C| CKaHMpoBaHME, py4yHOE TECTUPOBaHWE U  NPOFECCUOHANBHYIO

COCTaBrneHmem oT4yeTa 00| [OKyMEHTauuto pe3yrnbTaTos.

YA3BMMOCTSAX CodepxaHue: PaboTa BbINOMHAETCHA Ha U30NIMPOBAHHOM CTEHAE C feranbHo
OOCTYMHbIM  BEO-MpUNOXeHWeM, CoAaepXaliMM  npegHacTpOeHHbIe
ysizBumocTu (aHanor OWASP WebGoat nnn DVWA).

OTansbl;
1. C6bop uHgbopmayuu (Reconnaissance): NacCUBHBLIN U aKTUBHbIN
passegka (Whois, DNS-pekopabl, nepebop KatanoroB C MOMOLLbIO
Gobuster/Dirbuster).
2. Aemomamu3upogaHHOe CKaHUpO8aHUe: NCNOSb30BaHNE MPOKCU-
uHctpymeHtoB (OWASP ZAP, Burp Suite Professional) ans
BbISIBNEHNST TUMNOBLIX ys3BUMOCTeN: SQL-UHBbEKUUN, MeXCanTOBbIN
ckpynTuHr (XSS), ysassumoctu ayteHTudmkaumm (IDOR, GpokeH
ayTeHTUdukaLms).
3. Py4Has sepucbukayusi: noaTBepXaeHne HangeHHbIX YS3BUMOCTEN,
HanucaHue 3KCnIonToB (Hanpumep, vepe3 SQLmap unu pyyHoe
hopmMUpoOBaHME 3anpocoB).
4. CocmasneHue omyema: knaccugukaums HanaeHHbIX
ysi3BumMocTern no metogonornn CVSS 3.1/4.0 ¢ ykasaHuem BekTopa
aTaku, CIOXHOCTM 3KChnyaTauumu, noTeHuuansHoro yuwepba w
NPUOPUTE3UPOBAHHbBIX PEKOMEHAALMIA NO UCNPaBMEHMIO.

Pesynbmam: CTPYKTYPUPOBaHHbIN NEHTECT-OTYET, FOTOBLIN AMs1 Nepegayn
KomaHae paspabotkm  unu  akcnnyaTauun.  OT4yeT  BKNOYaeT
UCMONHUTENBHOE pe3toMe AN PYKOBOACTBA M AeTarlbHY0 TEXHUYECKYHO
YacTb ANS MHXEHEPOB.




DopmupyemMbie U 3aKpenisieMble KOMIemeHyuu:

e Pabota c npokcu-cepBepamu Ons nepexesata M mogudmkaumm
HTTP(S)-Tpadmka.

e VHTepnpeTauns pesynbTaToB ckaHepoB (oTceB false positives).

o dopmupoBaHue TpeboBaHuii k 6e3onacHon paspaboTke (DevSecOps)
Ha OCHOBE BbISIBIEHHbLIX OLLUMOOK.

MabopaTtopHas pabota Ne3:
HacTtporika SIEM:
Koppensaumst cobbiTuii  ans
obHapyxeHus GpyTtdopca u
rOpn30HTaNbHOro
nepemMeLLeHus

Llenib: OCcBOEHME  MPUMHLUMMNOB  LEeHTpanuioBaHHoro  cbopa  noros,
HOopManusaumMm cobbITUA U COo34aHUS KOPPEnsLUMOHHbIX NpaBun Ans
BbIsiIBNEHNs paHHuX ctagum atak (Initial Access, Lateral Movement).
CodepxaHue: Pabota BbinonHseTcsa B cpefe C pasBepHyton SIEM-
cuctemon (Wazuh + ELK Stack nnu ananorn).

3adauu:

1. [lodknwoyeHue UCMOYHUKOB: HACTPOWMKa areHTOB Ha BUPTYarbHbIX
mawmHax ¢ Windows Server n Linux gns nepepayn Event Logs,
Syslog un xypHanos ceteBoro obopynosanusi (NetFlow/IPFIX).

2. Co3sdaHue npasusn Koppenayuu:

o O6HapyxeHue 6pymdepopca: koppensums Event [ID 4625
(Heyma4HbIV BXOA) € nocreayowmm yenelwHsiM Bxogom Event ID 4624
(Pass-the-Hash wuHgukaTopbl), ycTaHOBKa MNOpOroB cpabaTtbiBaHMSA
(threshold) Bo BpemMeHHbIX HTEpBanax.

o BbisigrieHue 2opu3oHmasbHO20 rnepemMew,eHust; Co3gaHue anepTos
Ha HexapaKTepHble CeTeBble COEAMHEHUS Mexay CerMeHTamu,
ucnonb3oBaHne yTunut Tuna PsExec, BbiNnonHeHne ckpunToB
PowerShell B untepaktnsHom pexmme (Event ID 4104).

3.[awbopdbl u onoseuwjeHuUsi: HACTPOMKa BU3yanusaunm KapTbl aTak u

co3gaHve KaHanoB OMOBeELleHNs npu cpabaTbiBaHUN KPUTUYECKMX

Koppensaummn.

Pesynbmam: PaboTtocnocobHbin SIEM-KOHTYp, CNOCO6HbIN AeTeKTUpOBaTb
pearnbHble aTaku Ha y4eTHble JaHHbIE U MOMbITKN PaCcLUMPEHNST KOHTPOS
3M0YMbILLNEHHUKA B UHPACTPYKTYpPE.

DopmupyemMbie U 3aKpenisieMble KOMIemeHyuu:

e [loHnmaHMe norukuM koppensuumn cobbiTui (KoHBerepbl o6paboTku,
enrichment gaHHbIX).

¢ AHnanua xypHanos 6e3onacHoctn OC Windows u Linux.

e Hactpowika nHTerpauumn SIEM ¢ nctovyHukamm noros (c6op, NnapcuHr,
ManmnuHr).

JTabopaTtopHas paborta Ne4:
KoHTponbHas npoBepka
paboTtocnocobHoctn  EDR:
SMyNAUNS aTakM U aHanus
peakuun areHTa 3awuThbl

Llernib: OueHka ah(PeKTUBHOCTU CPeACTB 3alUnTbl KOHEeYHbIX Tovek (Endpoint
Detection and Response) B ycnosusix kubepaTakm ¢ MCNONb30BaHUEM
TexHuk MITRE ATT&CK.

CodepxaHue: PaboTa npoBoauTCa Ha TECTOBOM CTEHAE, rae Ha LeneBbiX
xocTax yctaHosneH EDR-areHT (Hanpumep, Kaspersky Endpoint Security|
¢ EDR, Wazuh XDR, Dr.Web unu aHanorn).

Cnywartenun BbicTynatoT B ponu "cuHe komaHabl" (Blue Team),
aHanuaupys peakuuio npoaykra Ha gencteus "kpacHon komaHabl" (Red
Team):

1. Omynayus amak: ucnonb3oBaHue perimeopkoB Caldera, Atomic Red
Team vnnu py4Hoe BbinonHeHune TakTuk MITRE ATT&CK:

o Execution: 3anyck ckpuntoB Yyepe3 PowerShell, WMI.

o Persistence: co3gaHme 3aga4 Mo pacnucaHuio, BHEOPEHUE B
aBTO3arpysky.

o Defense Evasion: oTkntodeHue noroe, 06dyckaums koga.

o Exfiltration: nepegaya gaHHbIX HA BHELUHWUIA YNPaBISOLLNA CEPBEP.
2. AHanus peakyuu: oueHka yHkumoHana EDR:

o [eTekTtupoBaHue (obHapyxeHne)  — Kakune VHOWKATOPbI
komnpomeTtauum (I0Cs) 6binm 3adMKCMpoBaHbI.
o PaccnepoBsaHue (Investigation) — Bo3MOXHOCTbL NOCTpoeHUs "AepeBa
aTakm" B KOHCOMW YMpaBrfie€HWUsi, MPOCMOTP POAUTENBbCKO-OOYEPHMX
npoLEeccoB.
o Pearnpoeanne (Response) —  aBTOmMaTu4yeckass U30MsLMSA
3apaXeHHOro xocTa OT ceTu, OOKMPOBKa BPeOOHOCHbIX NMPOLECCOB.

Pesynbmam: CdopmupoBaH otyeT o cooTtBetcTBuM EDR 3asBneHHbIM
Npon3BOAMTENEM BO3MOXHOCTAM (MMM O BbISIBNEHHbIX HegocTaTkax
KOoHurypaumm). Cnywatenu nony4yaroT HaBblkKM agMUHUCTPUPOBAHMUS
EDR-kOHCONM 1 NOHUMaHWe NOrnkM paboTbl areHTOB 3aLUUThI.

Dopmupyembie U 3aKpenisieMbie KOMIemeHUuU:

o [lpoBegeHne  KOHTponupyembix  amynaumin  atak  (Adversary|

Emulation).




e AHanua npoueccos 1 apeBoBuaHbIx ceasen B OC.
e TioHuHr nonutnk EDR ons cHMKeHMs Yncna noxHblx cpabatbiBaHui
(false positives).

5 ITabopatopHasn pabota Ne5:Lesb: HTerpaumsa nonyyYyeHHbIX 3HAHUIM NS KOMMIIEKCHOrOo pearmpoBaHus
PaspaboTka nnaHa| Ha KPUTUYECKU MHUMAEHT (ransomware) ¢ paspaboTkon npouenyp
pearmpoBaHnst Ha WHUMAEHT|  JNlokanusauumm, NCKOpeHeHUs yrpo3bl n BOCCTaHOBEHUS
Ha OCHOBE| MHPACTPYKTYpbI.

CMOAENMPOBaHHON aTakuCodepxaHue: PaboTa ABNsSeTCA UTOTOBOW U BbINOMHAETCH Ha KOMMIIEKCHOM

TMna «BbIMOraTenby» B| cCTeHOe, amynupylowem KopnopatuBHyto ceTb (Active Directory,

KOpropaTUBHOW CETU davinoBbii cepBep, pabouve cTaHumn). CueHapuii: obHapyXeHue
npusHakoB paboTbl ransomware (wndpoBaHne annos, 3anucku
BbIMOraTernen, aHomanbHas akTuBHocTb SMB).

Omarnbi peazuposaHus (mo memodonoauu SANS PICERL):

1. lModzomoeka u udeHmudpukayus (Preparation & Identification): aHann3
nepsuyHbix aneptos SIEM n EDR, nogreepxaeHve dakra nHungeHTa.

2. CoepxueaHue (Containment): npumeHeHune playbook-oB — nsonsaums
CerMeHTOB ceTn u4epe3 MexceTeBble 3kpaHbl (firewall), maccosas
n30nAumMs  3apakeHHbIx XxocTtoB 4epe3 EDR-koHconb, oTknoyeHue
YyYeTHbIX 3anucen ¢ BbICOKUMU NPUBUMAETUAMN.

3. UckopeHeHue (Eradication): nonck Toukm Bxoga (root cause analysis),
yaaneHue BpegoHocHoro [10, wcnpaBneHne ys3BMMocTen, cbpoc
naponewn (NaponbHas cMeHa) B MacluTabax gomMeHa.

4. BoccmaHosrneHue  (Recovery): pa3sepTbiBaHWe  3alIM@POBaHHbIX
CUCTEM M3 3aBEJOMO YMCTbIX pe3epBHbIX Konuih (backups), npoBepka
LLeNIOCTHOCTU BOCCTAHOBIIEHHbIX AAHHbIX.

5. AHanu3 nocne uHyudeHma (Post-Incident Activity): paspaboTka
hMHanNLHOro OT4eTa, KOppekTMpoBka nnaHa pearvpoBaHusa (IRP) u
NOMUTUK PE3EPBHOIO KOMMPOBAHUS.

Pesynbmam: CnywaTtenu ¢opMUPYIOT nakeT AokymeHToB: "lnaH
pearmpoBaHns Ha WHUMOEHT" AN AaHHOro Tvna artak, Yek-Nuct ans
onepaTMBHOW TIPyMMbl, @ TaKKe akTyann3MpoBaHHY CXeMy CeTeBOW
cerMeHTaumm c y4yeTom TpeboBaHui K obecneyeHuto
OTKa30yCTOMYMBOCTU KPUTUYECKUX CEPBUCOB.

DopmupyemMbie U 3aKpenisieMble KOMIemeHuuuU:

e YnpaBreHWe KpWU3UCHbIMW  CUTyauussMu B  MHAOPMAaLMOHHON

Ge3onacHoCTW.
¢ [lpumeHeHue forensic-nogxopa AN noucka NEpBONPUYMHBI aTaku.

KoopauHauna gencteum mexay rpynnon b, ceTeBbiMU MHXEeHepamu u
CUCTEMHbIMW agMUHUCTPaTOPaMu B YCITOBUSX OTPaHUYEHHOIO BPEMEHW.

TexHonorus nposeaeHusi
Bce nabopaTtopHbie paboThl 06s3aTeNbHbI 4N BbINONHEHNE. 3agaHne aBnsieTcs odwmnm ans
BCEX, BbIMOMHAETCS MHAMBMAYANbHO Noa HabnogeHnemM npenogasaTens.

Kputepuu oueHnBaHus
— OUEeHMBaeTCs «3a4TeHo», ecnn paboTa BbINosiHeHa B NOSTHOM o6beMe (NpuBeaeHb! Bce
3aJaHus, U OHWN NpPaBUIbHbIE, AaHbl NOSICHEHNS);
OLIEHMBAETCs «He 3a4TeHO», paboTa BbIMNOMHEHA HE MOJTHOCTLIO UNM B NpeacTaBleHHoONYacTu
MHOro oLmnbokK

20.2 NpomexyTo4yHaa atrectauus

MpomexxyToyHas aTTecTaumsi No AMCUMMNIIMHE OCYLLECTBMSETCA C MOMOLUbI CreayrLmnx
OLIEHOYHbIX CPEACTB: BOMPOCHI K 3K3aMeHY.

Mepe4vyeHb BonpocoB K 3k3ameHy (KUM Ne1)



1. TloHATne komnbioTepHoM aTaku. Knaccudukauma atak no uenu, UCTOYHUKY, Cnocoby
BO3eNCTBUSA, OOBEKTY U NOCNEACTBUSIM.

2. Knaccudukaums Hapywumtenen MHpopmMaumoHHon 6e30nacHOCTU: BHYTPEHHWUI/BHELLHUNA,
YypOBEHb NONMHOMOYUNA, MoTUBaLUA. WHcangepesl, XaKTUBUCTDI, APT-rpynnupoBku,
KnbepnpectynHukn, state-sponsored actors.

3. KusHeHHbln uukn ataku: mogenb Cyber Kill Chain (Lockheed Martin). Xapakrepuctuka
Ka)goro u3 7 aTanos.

4. CpaBHuTtenbHbln aHanu3 mogenu Cyber Kill Chain n pacwwmpenHon mogenu Unified Kill
Chain. JononHuTenbHble 3Tanbl 1 X 000CHOBaHME.

5. Crtpyktypa n HasHadyeHne MITRE ATT&CK Enterprise Framework. TakTuku, TexXHUKM,
npoueaypsbl (TTPs), nporpammHoe obecneyeHme 3n0yMbILLSIEHHUKOB, FPYnMbI.

6. Matpuuya MITRE ATT&CK: Taktnkm (ot Reconnaissance go Impact), nx B3aMmocBssb C
aTanamm XNU3HEHHOro LMKIa aTaku.

7. pacbl atak (Attack Graphs): noHatne, MeTogbl  MOCTPOEHUS  (Py4YHOM,
aBTOMaTU3NPOBAHHbIN), NPUMEHEHME NS OLEHKN 3alLULLIEHHOCTM U Bblibopa KOHTpPMEP.

8. [Hepesbs atak (Attack Trees): cTpykTypa, KOpHeBas Lernb, y3rbl, NUCTbS, NOrnyeckue
onepatopbl (AND/OR/ORDER), meToabl KONMMYECTBEHHOW N KAYECTBEHHOWN OLIEHKM.

9. MeTtogonorna STRIDE: pacwudpoBka kateropun yrpo3 (Spoofing, Tampering,
Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege), npumeHeHne ans
MOAENMPOBaHMA yrpos.

10. MeTtoponornas DREAD: KpuTepuuM OLEHKM KPUTUYHOCTM  ya3sBumocTen (Damage,
Reproducibility, Exploitability, Affected Users, Discoverability), Wwkanbel oueHMBaH1s N MHTeprnpeTauuns
pes3ynbTaToB.

11. OWASP Top 10: ocHOBHbIe Kracchl ysa3sumocTen Beb-npunoxeHnn (A1-A10), npyHUmnbI
paboTbl C PENTUHIOM, METOA0SOrMSi OOHOBMNEHUS.

12. MeToamnka MNOCTPOEHUSs MOAENWN Yrpo3 WH(OPMALMOHHOW CUCTEMBbI: 3Tanbl, UCXOLHbIE
AaHHble, onpefensemMble akTVBbl, NOTEHUMarbHble HAPYLUMUTENW, akTyarnbHble Yyrpo3bl, pe3ynbTaThbl.

13. AkTyanbHble APT-rpynnMpoBKUK: uUeneBble oTpacnu, xapaktepHble TTPs, ucnonb3yemoe
MO, npumepbl NpoBeAEHHbIX aTak (Ha Bblbop: APT28, APT29, Lazarus, TA505 n gp.).

14. TakTUKN N TeXHUKN HadanbHoro npoHukHoBeHus (Initial Access): dpuwnHr, akcnnyataumns
NyGNNYHbIX YSI3BUMOCTEN, KOMNPOMETaLNSA OBEPEHHbLIX OTHOLLEHWIA, PU3NYECKNIA 4OCTY.

15. TakTukn 1 TeXHUKKN 3akpenrieHuns B cucteme (Persistence): nnaHnpoBLUMKK 3aaad, Cryxosbl,
peectp, WMI, 3arpy3ymkun, y4eTHble 3anumcu.

16. lNMoHaTre YysI3BUMOCTM. Knaccudpumkaums YSI3BUMOCTEMN: apPXMUTEKTYpPHbIE,
KOH(MrypauMoHHble, annapaTtHble, NporpaMMHble, OpraHM3aLnoHHbIe, YeroBeYeckuii bakTop.

17. basbl gaHHbIX yassumocten: CVE (Common Vulnerabilities and Exposures), cTpykTypa
noeHtudpukatopa (CVE-YEAR-NUMBER), HasHayeHune, npouecc NpucBOEHMS.

18. Cuctema oueHkn yassmumocTten CVSS (Common Vulnerability Scoring System) Bepcun 3.x:
meTpukn Base (Attack Vector, Attack Complexity, Privileges Required, User Interaction, Scope,
Confidentiality, Integrity, Availability), Temporal, Environmental, pacyeT ntorosoro 6anna n Bektopa.

19. CkaHupoBaHue ysassumocten (Vulnerability Assessment): aktmBHOe W naccuBHOe,
npenmyLlecTsa u orpaHnyeHus, Tunosble MHCTPyMeHTbl (Nessus, OpenVAS, Qualys).

20. TectnpoBaHue Ha npoHnkHoBeHUe (Penetration Testing): onpegenenve, uenu, otnnyne ot
CKaHMpPOBaHWA yA3BUMOCTEN 1 ayauTa 6e30nacHOCTN.

21. Bugbl neHTecta no ypoBHK ocBegomrieHHocTu: Black-box, White-box, Grey-box.
CpaBHuUTENbHasA XxapaKTepuCcTuka, NpenMyLLecTBa U He4OCTaTKM KaXaoro noaxoaa.

22. OTanbl NpoBeOeHUs TecTMpOBaHWSA Ha MNPOHWKHOBEHWE: Reconnaissance, Scanning,
Exploitation, Post-exploitation, Reporting. [leTanu3aums kaxgoro atana.

23. MeTogbl cbopa wuHpopmauumn (Reconnaissance): naccuBHbin (OSINT — OTKpbITbIE
NCTOYHWKM, coumarnbHble ceTu, nonckoBble cuctembl, DNS-pekBu3nTbl) n akTMBHbIN (CKaHMpoOBaHWe
noptoB, 6aHHepoB, nepebop DNS). UHcTpymeHThl (theHarvester, Shodan, Maltego, Recon-ng).

24. CkaHuMpoBaHMe ceTu W cepBucoB: MeToabl ob6HapyxeHuss xoctoB (ICMP, ARP),
ckaHnpoBaHne noptoB (TCP SYN, TCP Connect, UDP), onpegenenne OC n Bepcuin cepBuCcOB
(Nmap, Masscan).

25. OkcnnyaTaums yassumocTen (Exploitation): kputepun Boibopa akcnnonTa, NCNonb3oBaHNe
dpenmopkos (Metasploit, Canvas, Core Impact), ocobeHHOCTU akcnnyaTaunm Beb-ysa3BUMOCTEN.



26. MNoctakcnnyatauma (Post-exploitation): uenu, MeTogbl 3akpenneHnsas B cUCTEME
(persistence), natepanbHoe nepemelleHne (psexec, WinRM, WMI, PsExec), cbop aaHHbIx (dump
credentials, kntoun SSH, 6a3bl JaHHbIX).

27. CoumanbHasi UHXeHepus Kak MeTod TeCcTUpPOBaHWS Ha MNPOHMKHOBEHME: BUAbl aTak
(PVLINHT, BULIKNHT, NPETEKCTUHI, KBU-NPO-KBO), METOANKM NMPOBEAEHUNSA, ITUYECKNE OrpaHNYEHNs.

28. MeToaukn ayguTa 3alMLLEHHOCTU CETEBOW MHMPACTPYKTYpbl: NMpOBEPKa KOHUrypauumn
CeTEBbIX YCTPOWCTB (KOMMyTaTOpbl, MaplipytusaTtopsbl), aHanuid cermeHtauum (VLAN, ACL),
npoBepka nNpasun gocTyna.

29. KoHTpornbHble npoBepkn paboTocnocobHOCTU CpefCcTB 3alluTbl: Lenu, NepuoanyHOCTb,
METOAMKN MNPOBEPKM (MMUTaAUMsi aTtak C WUCMONb30BaHMEM TECTOBbIX CUrHaTyp, HarpysovHoe
TeCTUpOBaHWe, NpoBepKa NormpoBaHus).

30. CTpykTypa U1 cogepxaHue oOT4eTa nNO pe3ynbTatam aHanuMsa 3alMLEeHHOCTHU:
UCMONHUTENbHAA CBOAKa, METOAoNoruMsi, HamgeHHble ysizBumoctn (¢ CVSS), oueHka puckos,
noaTBepXaeHne aKcniyataumm, pekoMeHaaumm rno yCTtpaHeHuto (C npuoputnsaumnen).

31. MOHUTOPUHT cobbITUIA MHGOPMALMOHHON 6e30MacHOCTU: Lenu, 3agayn, MecTo B cUCTeMe
obecneyennsa Nb (unkn PDCA, mogens SOC).

32. AcTouHnkn  cobbiTui BGesonacHocTu: ceTeBble  YCTPOWCTBA (kommyTaTopbI,
mMapwpytusaTtopbl, NGFW), cepsepbl (OC, npunoxenusi), APM, cpeactesa sawmtbl (AV, EDR,
NGFW, WAF, DLP), donsnyeckne cuctemMbl KOHTPONsS AoCTyna.

33. lMpoTokonbl cbopa cobbiTui: Syslog (cTpykTypa coobueHus, facility, severity, RFC
3164/5424), CEF (Common Event Format), LEEF (Log Event Extended Format). CpaBHuTenbHas
XapakTepucTurka, NpemmyLLecTsa n He4OCTaTKN.

34. Cuctembl ynpaBrneHust cobbiTusmmn ©GesonacHoctn (SIEM): apxuTekTypa, OCHOBHbIE
KOMMOHEHThI (COOpLUMKM, napcepbl, KOHCOMb ynpaBneHus, 6asa gaHHbIX, MEXaHU3M Koppenauuu,
XpaHunuLie noros, gawodopabl).

35. Hopmanusauua n oborawieHne cobbitnin (enrichment): onpegeneHve, Heob6xoaAMMOCTb,
NCTOYHMKM AaHHbIX ana oboraweHus (Active Directory, CMDB, Threat Intelligence).

36. Koppensiumst cobbiTuiA: onpegeneHve, Tunbl NpaBun Koppensuumn (NpocTble Ha O[HO
cobbiTMe, BpPEMEHHbIE OKHa, CTaTUCTUYECKMe, OCHOBaHHble Ha nocneaoBaTenlbHOCTU, C
NCNOSb30BaHMEM KOHTEKCTA).

37. MpwnsHakm komnpomeTaumm (Indicators of Compromise, l0C): onpegenexue, Buabl (cetesble
— |IP, pomeHbl, URL; dannoBble — xewwu, nNyTu; noBedeH4Yeckue; peectpoBble). dopmatbl
npegcrasnenus (OpenlOC, STIX).

38. NHankaTopbl noseaeHus (Indicators of Behavior, [0B): otnuune ot 1oC, npumeHeHne gnga
oBHapyXeHUsi HeM3BECTHbIX aTak (HyfeBoro AHA), NPUMepPbl NOBEAEHYECKUX aHOMarnmui.

39. AHanus ceteBoro Tpaduka: metoabl cbopa (NetFlow, IPFIX, sFlow, 3epkanupoBaHue
noptoB — SPAN/RSPAN), nictpymeHnTbl aHanusa (Wireshark, tcpdump, ntopng).

40. ny6okmn aHanna naketoB (Deep Packet Inspection, DPI): npuHuunel paboTsl,
BO3MOXHOCTU (M3BfieYeHne hannos, MeTagaHHbIX, MPOTOKOSOB MPUKIALHOIO YPOBHS), OrpaHUYEHUS
(wndppoBaHme Tpaduka, NPoM3BOAUTENBHOCTD).

41. Cuctembl Network Traffic Analysis (NTA) / Network Detection and Response (NDR):
dyHKUMKN, MeToabl OOHapyXeHns aHoManui (NoBegeHYeCcKne Moaenu, MalnHHoe obyyeHne), MecTo
B apxutektype SOC.

42. NoBegeH4eckun aHanms nonb3oBartenen u cywHocten (UEBA): npuHuunel paboTsl (cOop
TenemeTpumn, NOCTpoeHme npodunen, obHapy>xeHne aHoManun), TUMbl aHOManun (reonoKaunoHHbIE,
BPEMEHHbIE, 00 bEMHbIE, PONEBbLIE).

43. BoisiBneHne  ropusoHTanbHoro nepemewieHna  (Lateral Movement):  npusHaku
(ayTeHTUdUKaumMm mexay ysnamu, mucnonb3oBaHue PsExec/WMI, RDP-nogkntodeHuns), metonbl
o6HapyxeHus (aHanun3 Event ID 4624/4648, ceTeBble COeANHEHWS).

44. BoiseneHune C2-kommyHukaumi (Command and Control): xapakTtepHbie nNpu3Hakm CETEBOro
Tpaduka (perynapHbole obpalleHus, HU3Kkuin obbem Tpadmka, HeCcTaHAapTHbIE MOPTbI), AOMEHHbIE
reHepaTopbl (DGA), DNS-TyHHENMpoBaHne, MeTOabl OBHapYXEeHUS.

45. Threat Intelligence (kubeppasBeaka): onpegeneHve, ypoOBHU  (CTpaTernyeckumn,
TaKTU4EeCKU, ornepaTuBHbIA, TexHW4Yeckuin), uctodHunkm (Open Source, Commercial, Information
Sharing), dopmatsbl (STIX, TAXII), npumeHeHne B SIEM.



46. KoHuenumsa awenoHnposaHHou 3awmnThl (Defense in Depth): ypoBHM 3awmThl (pusnyeckun,
CeTeBOW, XOCT-YPOBEHb, MPUKNAAHOW, AaHHbIE, NOSIUTUKM), NMPUHLMIbLI NOCTPOEHUS.

47. KoHuenuma Zero Trust: oCcHOBHble MpUHUMNLI (HUKOr4a He OOBepsin, Bcerga npoBepsin;
npegnonaram KOMNpoMeTauuto), KOMMOHeHTbl apxutektypbl (IAM, ceTeBonM cermeHTaumm,
MOHUWUTOPWHT, NONNTUKM AOCTYNa).

48. CermeHTaumsa cetm u MUKpocemeHTauma: uenu, metoabl peanusaumm (VLAN, ACL,
ceTeBble 3KpaHbl, overlay-ceTn), npenmyLlecTsa ANs NpefoTBpaLLeHss pacnpoCcTpaHeHUs aTak.

49. Cuctemsbl npegoTBpalleHna sTopxeHun (Intrusion Prevention System, IPS): otnuumne ot
IDS (inline vs. promiscuous), MeToabl aHanuaa (CUrHaTypHbIA, NOBELEHYECKUNA, IBPUCTUYECKUIA, HA
OCHOBE aHOManun), TUNoBbIe Npasuna.

50. MexceTeBble 3KpaHbl HoBoro nokoneHus (NGFW): dyHKuMOHanbHble BO3MOXHOCTU
(nHCnekuusa npunoxenun, IPS, aHtueupyc, URL-dpunbTpaumsa, SSL/TLS-uHcnekumns), otnudme ot
TPaAVLMOHHBIX MeXCceTeBbIX 3KPaHOB.

51. Web Application Firewall (WAF): Ha3Ha4yeHne, MeToAbl 3almThbl (MO3UTUBHbIE — Benble
CMUCKN, HEeraTMBHble — CUTHATYpPHbIA aHanus), TUNOBble CLeHapuuM npumMeHeHus, obxon 3awuTbl
(WAF bypass).

52. Endpoint Detection and Response (EDR): apxutektypa (areHTbl, KOHCOMNb YnpaBrneHus),
PYHKUMN (MOHUTOPUHI MNPOLLECCOB N (PanrioBOM CUCTEMbl, OBHapyXeHue aHomanuin, n3onauus
XOCTa, paccnefoBaHve MHUMAEHTOB), OTNNYME OT TPAOULMOHHBIX aHTUBMPYCOB.

53. MNecoyHnupbl (Sandboxing): HasHayeHwe, NpuHUMMbl paboTbl (CTaTU4eckun aHanus —
CUrHaTypbl, AUHAMUYECKUA aHanNn3 — aMynauusa/BupTyanusauus), Tunbel (HA OCHOBE aMynsuuK, Ha
OCHOBeE rmnepsunsopa), npumeHeHne ans aHanmsa spegoHocHoro MO (dannos, CCbINOoK).

54. lNMpouecc ynpaBneHns  WHUMOEHTaMU  MHGOPMaLMOHHOM  Ge3onacHoCcTU:  JTanbl
(noaroToBka, obHapyxeHue 1 aHanus, caepXxmeaHue n NMMKBMaaUns, UICKOpeHeHne, BOCCTaHOBIEHNE,
NOCT-UHUMAEHTHasA aesaTenbHocTb) cornacHo NIST SP 800-61.

55. MeTtogbl caepxuBanus atakm (Containment): nsonauuns 3apaxeHHbix y3nos (ceteBble ACL,
nsonsauma B EDR), 6GnokupoBka BpenoHocHbix gomeHos/IP (DNS sinkholing, firewall rules),
OTKITHOYEHME CKOMMPOMETUPOBAHHBLIX YY4ETHbIX 3anncen.

56. VckopeHeHune n BocctaHoBneHue (Eradication & Recovery): yaanenue BpegoHocHoro 10,
yCTpaHeHue ys3BUMOCTEN, BOCCTAHOBIEHNE U3 pe3epPBHbIX KONuK, Banngaunsa pabotocnocobHOCTM
CUCTEM.

57. YnpaBneHne  yassumoctamu  (Vulnerability = Management):  XW3HEHHbIN  LMKN
(vaeHTMdMKauunsA, NpuopuTM3aLms, ycTpaHeHne, KOHTPOrb), MPUOpPUTU3aumnsa yCTpaHeHU Ha OCHOBE
CVSS, akcnnyataummn B AUKOW NpUpoAe, KPUTUYHOCTU akTuBa.

58. YnpaBneHue npmBunernpoBaHHbIMM y4eTHbiMK 3anmucamm (Privileged Access Management,
PAM): npuHumMnbl (MUHMMarnbHBLIX NPUBUAErNA, pasgeneHns obs3aHHOCTEN), (PyHKUUKM (XpaHeHue
naponen, CeCCUOHHOE ynpaBrieHne, MOHUTOPUHI CECCUR), POfb B NPeaoTBpaLLeHnmn aTak.

59. lNMpaBoBbLIE U 3TMYECKME acneKTbl MOOENMPOBaHUA aTak: HOPMaTUBHOE perynvpoBaHue
npoBeaeHWsi NEHTECTOB (paspeLumnTernbHasg JOKYyMEHTaLMs, rpaHuLbl TECTMPOBAHNS), pasrpaHnyeHme
NErmTMMHOrO NeHTecTa OT HeCaHKLMOHMPOBaHHOro goctyna (ct. 272 YK P® n aHanoru), npuHumnbI
OTBETCTBEHHOIO packpbITus ysassumocten (Coordinated Vulnerability Disclosure).

60. CoBpeMeHHble TpeHabl B 06nactn MogennmpoBaHnsa 1 NnpeaoTBpaLleHns atak: npuMeHeHne
NCKYCCTBEHHOIO MHTENSEKTa U MalMHHOro obyyeHunsa ana obHapyxeHns aHomanui, SOAR (Security
Orchestration, Automation and Response), XDR (Extended Detection and Response), Adversary
Emulation (CALDERA, Atomic Red Team).

KpMTepVIVI OLEeHKN OTBETOB Ha 9K3aMeHaluUOHHbIe BOMNMPOCLI

Ans oueHnBaHWs pe3ynbTaToB 00y4YeHUss HA 9k3aMeHe ucnonbdyeTcs — 4-6annbHas wana:
«OTINNYHO»,  «XOPOLUO»,  «yOOBINETBOPUTENBbHO»,  «HEYOOBNETBOPUTENBLHO»,  KpUTEpUU
OLEHMBaAHUS NpUBEAEHbI HUXE.

OueHka «OTNMYHO» - CTyoeHT AOeMOHCTpupyet rny60|<oe NOHMMaHMe TEeMbl, YMeeT
pacnpocCTpaHATb BbiTeKarwllmne n3 Teopumn BbiBOAbI.

OueHka «Xopowo» - CTYyOeHT AeMOHCTPpUpyeT NOHMMaHne TeopeTUHECKnNX NOMNOXEeHNN TEMbI U
0a30BbIX MNOHATUA, HO Aonyckaet HeTO4YHOCTWM B OTBeTax, WChNbliTbiIBA€T 3aTpygHEHUA B
npuMeHeHnn 3HAHUK K aHanndy COCTOAHUA NPOEKTa.



OueHKa «yaoBneTBOpPUTENBHO» - CTYAEHT OTBEYaAET He Ha BCe NpeasiIoXKeHHbIE BONPOCHI, HO HE
MeHee, YEM Ha MOMOBMHY U3 HUX; HE AEMOHCTPUPYET CMNOCOBHOCTN NPUMEHEHUSA TEOPETUYECKNX
3HaHWW 4S9 aHanm3a cuTyauun.

OueHka «HeyOoBMeTBOPUTESNBHO» - CTYOEHT LEMOHCTPUPYET HEeNoHUMaHue TeopeTUdecKux
OCHOB 1 6a30BbIX MOHATUI Kypca.

OueHka NpomMeXyTo4YHOW aTTecTaumm hopMUpyeTCs Kak MHTerpanbHas oLeHKa Mo crieayloLen

dopmyne

D O’ZQKPI D O’ZQKPZ D O’6Q3K3

QI‘I,DOM_ am

Mpwn OKpyrneHun OUEHKM MCNOoSib3yeTCA NpaBuro NpaBUITbHOrO OKpyrreHus. [Mpu nonyyYeHun
OLEHKM He MeHee 3 Bannos, BbICTaBNSAETCH «3a4TeHO», MeHee 3 6annoB - «He 3a4TeHoy. [pu
3TOM, BCe nlabopaTtopHble paboTbl AOMMKHbI ObITb BbIMNOMTHEHbLI N 3aLLMLLEHDI.

20.3 ®oHA OUEHOYHbIX cpeacTtB CcPOPMUPOBAHHOCTU KOMMNETEHUUMW CTYOEHTOB,
pekoMeHayeMbIn Ans NpoBeAeHUA AUMarHOCTUYeCKUX padboTt

OlK-4.1. Cnoco6eH opraHM3oBbIBaTb 3aWUTy MHPOPMaLMM B KOMNbIOTEPHbLIX CUCTEMAX U
ceTaX (No o6nacTaAM NpUMeHeHus).
1 Kakne ctagmm kmbepartakm paccmatpuBatotes B mogenu Kill Chain? Beibepute BCce npaBunbHbie
OTBETHI.
— PasBepka
— Pacwudposka
— MoHuTOpUHr
— Peanusauyus
— YnpaBneHnue
— [pocnywwmnBaHue
— 3anyck
— AHnanus
2 Kakown crnon B CTPYKType CUCTEMBbI yrnpaBneHus knbepbesonacHOCTM BblAENSETCA B NocrneaHee
BPEMS B Ka4eCTBE OTAENbHOro?
Mpouecchl, nepcoHan
MpaBuna, HopmaTBHada 6asa
— [aHHble
TexHonoruu, cpencrea 3awmTbl MHpopMaumn
3 Kakon npouecc ITSM HeobxoaumMo BHeApsATb B MEpPBYD odepenb NPU NOCTPOEHUN CUCTEMDI
knbepbesonacHOCTN B opraHmsaumm?
— YnpasneHue nHungeHTamm
— YnpaBneHue nameHeHnamu
— YnpasneHune akTneamu
— YnpaBneHue koHUrypaumsimm
4. Kakve ctagmm knbepartakum paccmatpusatotca B mogenu Kill Chain? Beibepute Bce npaBusibHble
OTBETHI.
Pa3Benka
Pacwudposka
MoOHUTOPUHT
Peannsauusa
YnpasneHue
MpocnywmBaHue
3anyck
. AHanus
5. Kakon nogxop Hanbonee adhdektmeH B obecneyeHnmn knbepbe3onacHOCTM YCTPOUCTB UHTEPHETA

N>R WNE



BeLen?
1. YcrtaHoBKa aHTMBMpPYCa Ha ycTpoucTea loT
2. Pusnyeckasn 6e30nNacHOCTb
3. HasHauyeHue CcrioXHbIX naponemn
4. [MoBeaeHYeCKUN aHanM3 Ha OCHOBE MoAenen MallMHHOro obyyeHuns
6. Kakon cnocob Havyana knbepatakm cambli pacnpoOCTPaHEHHbIN B HACTOALLEe BpeMSA?
1. TMogbop napons no cnosapto
2. OuwuHr
3. CkaHupoBaHue NopToB
4. [lepexBaT ceTeBOro Tpaguka
7. YTO NnoHMMaeTca nog ynpasrneHnem ya3BuMoCTaAMmn?
1. YnpaBneHue oGHOBNEHNSMIN NPOrpaMmMHOro obecneveHus
2. BbigBneHue, oueHka, ycTpaHeHune ya3sumocTtern 6e30nacHOCTN B UHPOPMALMOHHbBIX CUCTEMAX
N COCTaBIrieHME OTYETOB
3. BblisiBNeHue, oueHKa, yCTpaHeHue ysa3BuMocTern 6e30nacHOCT B NPOrpaMMHOM KOAe Ha BCex
aTanax pa3paboTku
4. WccnepoBaHue 1 OLEHKa METOAOB AKCNyaTauumn ya3BUMOCTEN XakepCKUMU rpynnamm
8. C kakum TUMOM aTaku He MOXeT cnpaBuUTbCsa BpaHamayap
1. DDOS
2. CkaHupoBaHue nopTos
3. UDP-wTtopm™m
9. Habop npoTtokonos gns obecrneyeHus 3alimTbl AaHHbIX, NepedaBaeMblX MO MeXCEeTEBOMY
npotokony IP HocuT Ha3BaHue

1. IPS

2. IPsec

3. IPC

4. |PCrypt
5. IPEnc

10. Ataka Tuna UPD-wtTopmM ncnonb3yeTcs B TOM Criydae, eCriv Ha XXepTBe OTKPbIT KaKk MUHUMYM

1. 1 nopt

2. 2nopta

3. 3 nopta

4. 4 nopTa

5. 5 noptos
11 Kakve nogxogbl MOryT MPUMEHATbCS MPUM  MOCTPOEHMM  CUCTEMbl  yNpaBrieHus
kKnbepbesonacHOCTbO opraHnsauumn? Belbepute Bce npaBurbHble OTBETHI.

— BepoATHOCTHLIN

— [vpekTuBHbIN

— PerynatopHbin

— Puck-opueHTMpoBaHHbIN

— TexHornornyeckum

— OObeKTHbIN
12 Kakve wu3 nepeymcneHHbix Knbepyrpos aBNATCA KNHOYEBbIMM Ha Onwkanwee Oyaywee?
BbibepuTte BCe NpaBunbHbIE OTBETHI.

— Yctpouctsa loT kak nnowanka ans peanusauum atak

— Cnam

— [lporpammebl-BbiIMOraTenu

— Criminal-as-a-service (nepexof kmbepnpecTyrnHUKOB Ha CEPBUCHYI0 MOAESb)

— [MporpamMmmbl-LUNNOHLI

— «[lMpuspakn nHTEepHeTa npowwnoro» (yrposbl OT yCcTapeBLUero NporpaMMHOro U NPorpaMmmMHo-

annapaTHoro obecneyeHns, KOToOpoe HaxXoaUTCs B UHTEPHETE)

— [Mporpammbl-manHepsbl

—  CKMMMMHI
13 YTO0 M3 HMKEnepeuvyucrneHHoro HBnNsSieTCAa TeHOAeHUMsMU CeTeBON  MH(OopMaLMOHHON
6esonacHocT? BeiGepuTe BCe NpaBuibHblE OTBETHI.



— YcTaHoBKa HaknagHbIX CpeAcTB 3almThbl HA CeTEBbIe YCTPOMCTBA
— WHTerpauus c pelseHnsiMn no paccriegoBaHuio CeTeBbIX UHUMAEHTOB
— WHcnekTupoBaHue 3awimgpoBaHHOro Tpaduvka
— PasBuTtune obLiero ceteBoro nepumeTpa
— WHTerpaums ¢ Threat Intelligence
— YXo4 OT NCnonb30BaHUA BUPTYarbHbIX M 00MaYyHbIX MeXCeTeBbIX 3KPaHOB
— MOHUTOPUHI aHOMarnui BO BHYTPEHHEN ceTn
— BHepapeHune npotokona TLS 1.1 anga 3awmtbl Be6-Tpaduka
14. Asndetca nn "obecneyeHne KOHTPONS LENOCTHOCTU CpPeacTB 3alimTbl U HeMeasieHHoe
pearnpoBaHue Ha ux BbIxoa u3 ctpos" TpeboBaHmeM Kk cucteme 6es3onacHocTn?
— Her.
- [a.
— [a, npu onpegeneHHbIX HaCTpPOMKax NnapaMmeTpoB CUCTEMDI.
— HerT, nockonbky 370 - pyHKLMM Nt0GOK onepaunoHHON CUCTEMBI.
15. Asnsetca nun "onpegeneHve NOSTHOMOYUA 1 NMpaB Nofib3oBaTesien Ha JOCTYN K onpeaeneHHbIM
BMagam nHgopmaumn" TpebosaHmem kK cucteme 6e3onacHocTn?
— [a, npu onpeneneHHbIX HACTpOMKax napaMmeTpoB CUCTEMDI.
— Her.
— Hert, nockonbky 370 - yHKLMM 060N onepaLmoOHHON CUCTEMBI.
- [Ja.
16. ABnseTca nu "pasHoobpasne ncnonb3lyembix cpeacTs” TpeboBaHMEM K cucteme 6e30nacHOCTn?
— Her.
- [Ha.
— [a, npy onpegeneHHbIX HaCTpPOMKax NnapaMmeTpoB CUCTEMbI.
— HerT, nockonbKy 31O - oyHKUMK NoBon onepaumoHHON CUCTEMbI.
17. fABndetca nmM "MpocTOoTa TEXHUYECKOro obcnyxmBaHma wn ygobCcTBO  3KcnnyaTauum
nosnb3oBatensamn” TpeboBaHneM Kk cucteme 6esonacHocTn?
[a, npu onpeageneHHbIX HACTPOKMKax NapamMeTpoB CUCTEMBI.
— Her.
— Her, nockonbky 3710 - pyHKUMM N0GON OnepaumoHHON CUCTEMBI.
- [Ha.
18. ABnsieTca nu "npegocTaBneHne NonNb3oBaTeNo MUHUMAbHbLIX MOSTHOMOYMIA, HEOBXOAUMbBIX EMY
AN191 BbINOSTHEHMS NOpYYeHHON paboThl" TpeboBaHMeM K cucteme 6e3onacHOCTM?
— [a, npu onpeaeneHHbIX HACTPOMKax NapamMeTpoB CUCTEMBI.
- [Ha.
— Her, nockonbky 370 - (pyHKUMM No6ON onepaumoHHON CUCTEMBI.
— Her.
19. ABngdeTcsa nn "y4eT cnyyaes U NOMNbITOK HECAHKLMOHNUPOBAHHOIO AOCTYNa K KOHUAEHUMansHOm
nHdopmauun" TpeboBaHMeM K cucteme 6esonacHoCTn?
- [Ja.
— Her.
— [a, npu onpeaeneHHbIX HACTPOMKax NapaMmeTpoB CUCTEMBI.
—  HerT, nockornbKy 370 - byHKUMKM Ntobon onepaumoHHON CUCTEMBI.
20. Asnsetca nu  "obecneyeHne OLEHKM CTENeHW KOoHMAeHUunanbHOCTU uHdpopmaunn”
TpeboBaHneM k cucteme 6esonacHoCTn?

— Her.

- [Ha.

[la, npu onpeneneHHbIX HacTponKkax napameTpoB CUCTEMBI.
HeT, nockonbKy 3TO - (pyHKUMM Nto6on onepaumoHHON CUCTEMDI.

OlNK-4.2. CnocobeH aHanu3npoBaTb 3alULEHHOCTb, NPOBOAUTb MOHUTOPUHT, ayauT U
KOHTPOJSIbHbIE NPOBEPKU PabOTOCNOCOOHOCTU U 3aLMLLEHHOCTU KOMMbIOTEPHbIX CUCTEM U
ceTen (No o6nacTaMm NnpuMeHeHuUs).

1 YTO0O M3 HWKENEepeuncrneHHoro SABMSETCA TEHOAEHUMSIMU  XOCTOBOW  MH(pOpMaLMOHHON



©e3onacHocTn? Bbibepute BCce NpaBuibHbIE OTBETLI.
— Cpsur B ctopoHy EDR-peLueHun
— [NlpnmMeHeHune y3kocneumanmuampoBaHHbIX peLleHnin
— Wcnonb3oBaHue nokanbHOM 1 06navyHon NeCoYHULbI ANA aHann3a NoA03pUTENbHbIX hannos
— OO6MeH gaHHbIMM 1 KOMaHA4aMU C peLleHNSMN NO 3aLlMTe CeTEBbIX YCTPOWCTB
— W3beraHme SAAS-mogenm Kak HecyLLen NOBbILEHHbIE PUCKU C TOYKM 3peHusa Vb
— BbIbop B nonb3y eAMHCTBEHHOIO KOPNOpPaTUBHOIrO aHTMBMUPYCca 1 antimalware-gsumxka
2 YT0 13 HMXKenepedncneHHoro senseTca TeHgeHunamm ldentity & Access Management? Boibepute
BCe NpaBurbHblE OTBETHI.
— bonee agpdekTnBHOE ynpasreHne npuBuiermpoBaHHbIMU Nonb3oBaTenamMmm
— BHeppeHune ogHogakTopHOM ayTeHTUdUKaLNN
— OTKas oT Ucnornb3oBaHMsA COPT-TOKEHOB B MOMb3y buomeTpumn
— WHTterpauus co cpeacteamm 3awmtbl IPS n SIEM
— KoHTponb noBeageHnsa nonb3oBartenien ¢ nomoubio TexHonornm UEBA
— BHegpeHue nokaneHon ayteHTUdUKaL MM
3 Kakomn cnocob Havana kmbepartakm cambiii pacnpoCTPaHEHHbIN B HAcTosiLee BpeMa?
— [lopbop napons no cnosapto
—  OuwnHr
— CkaHunpoBaHue nopToB
— [lepexBaT ceTeBoOro Tpaduka
4 B yem ocobeHHOCTb Knbepartak ¢ NpPUMEHEHNEM BUPYCOB-LLUNpOBanbLUMKOB, HaumMHas ¢ 20207
— Bbikyn gns paclwumdpoBaHns AaHHbIX 3anpalumBaeTcsi HEO4HOKPATHO
— He Bcerga ygaetca pacwungpoBaTb JaHHbIe
— [llepen wudgpoBaHMeM nNpeanpuMHMMAaeTCsa MOMbiTKAa MOXUTUTb  KOH(MAEHUMANbHYO
nHdopmMauuto
— Bupyc-wmdpoBanbLLMK pacnpocTpaHaeTcs no ceTn, UCNONb3ya HEe3aKpbITble YS3BUMOCTU
5 Kakon nogxon Hanbornee adpdpekTneeH B obecnedeHnn knbepbes3onacHOCTM YCTPOMUCTB MHTEPHETA
BeLen?
— YcTaHOBKa aHTMBMpYCa Ha ycTpouncTea loT
— ®uaunyeckas 6e3onacHoCTb
— HasHa4yeHune crnoxHbIX naponemn
— [loBegeH4yecknn aHann3 Ha OCHOBE Mofenen MalMHHOro obyyeHuns
6. NMoameHa goBepeHHOro o6bekTa ceTn peanmsyeTcs B cUCTEMAX, e NPUMEHSIKOTCS ... anropuTMbl
naeHTUdMKaUum n ayTeHTUdMKaLnum XocTos, Nofb3oBaTenen
Hectonkue
Crovikne
MonumopdHble
WHkancynupoBaHHble
. PacnpepeneHHble
rposa Tnna «AHanus ceTeBoro Tpadguka» peanmsyeTcs C NOMOLbLIO CneumnasnbHON ...
1. nporpamMmbl-aHanM3aTopa NnakeTos
2. YTUNUTblI MEXCETEBOro B3anMOLENCTBMS
3. onepauyyoHHOM CUCTEMBI
4. CYb[
8. Kakas n3 nepeuncneHHbIx Moaenen NnpuMeHseTcsa Ans onMcaHnsa Xakepckux rpynnmpoBOK?
1. Kill Chain
2. MITRE ATT&CK
3. Diamond Model
4. OWASP Top 10
9. Mpopomxkute yTBepxaeHune: rmaeHbld noctynat DATA-DRIVEN coctouT B TOM, YTO peLueHus
HY>XHO NPUHUMAaTb, ONMPAasCh Ha...
1. AHanua gaHHbIX, @ HE NHTYULNIO N NINYHBINA ONbIT
2. PesynbTatbl aHanusa Al
3. YcpeaHEeHHYo 3KCNepTHY OLEHKY
4. PesynbTaTbl CTAaTUCTUYECKUX UCCNEeaOBaHUN

arwnE

7.

<



10. K kakown kateropun nHdopmauum CTI cnegyeTt OTHECTM CBEAEHUS O TEXHUKAX aTakn?
1. TexHuyeckon
2. TakTtun4yeckomn
3. OnepaumoHHomn
4. CrtpaTterndeckon

3apaHua pasgena 20.3 peKOMEHAYHTCA K UCMNOMb30OBaHUKO MpU  NpoBeAEeHUMU
ANarHOCTUYECKUX paboT C Lenbl OLEHKN OCTaTOYHbIX pe3yrbTaTOB OCBOEHUS AaHHOM

ANCLUNIINHBI (3HAHUW, YMEHUIN, HAaBbIKOB).



